Increasing Awareness of Privacy Policies
through Graphical Representation

PR AndIeW Be_“ -ab_e_| ryluo ue|ph.ca St Bl b s B
PR AL IR L SRR et s e D e T S S ) SR , e v @“,ﬂ‘ 5 _‘.',g. —= S A L R SRR R i
% a0 2 & & = A N 4 o by ot Dide 4 MR T eh i | 9 Bl 5 A 0 K- BTN Lo = : . it & o Toll il S 1 1% ' ) - 4 5
s L S S S o 0 U SE R DS S SRy (b A e N g S S b e G S o ST A ) SR S A A
¢ P , A AR, iy Nt Gl ¥ e s e i i A T HEC R v i >

S o s LD Sk i
TEONOr R ST e ) S S



mailto:aberry@uoguelph.ca
mailto:aberry@uoguelph.ca
mailto:judi@cis.uoguelph.ca
mailto:judi@cis.uoguelph.ca

Overview

® Privacy on the web today

® The privacy gap

® Technical background
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Privacy on the web
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Ubuntu Forums Rules

— Forum Rules

In order to proceed, you must agree with the following rules:

Forum Rules

Registration to this forum is free! We do insist that you abide by the rules and policies detailed below. If
you a2gree to the terms, please check the 'I agree' checkbox and press the 'Register' button below. If you

would like to cancel the registration, click here to return to the forums index.

Although the administrators and moderators of Ubuntu Forums will attempt to keep all objectionable
messages off this forum, it is impossible for us to review 2ll messages. All messages express the views

of the author, and neither the owners of Ubuntu Forums, nor Jelsoft Enterprises Ltd. (developers of

B T L e S I B S e R T

"1 have read, and agree to abide by the Ubuntu Forums rules.

Register

—_— —_—

htt :/}ubuntuforums.or [register.ph

Forums and Wikis
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ecommerce website
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The Wrong Place
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The Privacy Gap

® Users don't value their privacy online

® They don't see their information as an
object with monetary value
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Technical Background

hg:ocessa'-"‘e
than pefore

May be incompatible with existing XML tools. Databases may
take up o ten times as much memory and 24 hours bo load.
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Pre-survey

® We need to verify that
the scenario chosen
matches the internal
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Simple Privacy




:f.{"i:w. km"“g«s\!lln‘_. )
m-mm 4 e [ P gfsg‘
‘gb* ‘W !f%\e_a‘“ Q,L: 15 )

--wu.t' ;Mo U-J .

" “..

;.';e-um.. " .-:: s nv-x o

/s
"4// T ——
s : _.,,/ v iRt Vi
NN vy = - AN W A . . —r o i b
‘... . l-o A A PP e - . :':n- =;¢.,v ';;‘.'.a-_"ﬁ L
“-. ﬁ ‘ .‘:..., S A -.‘ ":3:-""'.' !v L ~ = s - A ".:\, -f«- ,.A.I_)/- ,‘-7" — O -—
- !--‘.-o- i . :.":_‘.’“_' = oo y » e T SV - . — " E
7 . : amn 3 L v aad L mmS TR B — -
2 ik B, EstETLmEnL, TERL -3"-1‘.7355:7 =i a2 FLTNL IZIZ RIS
~— ‘; _. “‘ '. :"‘":’:ﬂ‘"; - - e - ‘-",. PR - emmm .'l'..-.' "'D--.—-.-' — - =
‘. i iy - " ‘. A - o — e w —— g - .- o Yy
S - ;1; AT R AR LI e i -...‘ - -c.-;'.-’ =7 ,-"l' _—— é 1z -
RS faR s, R EN iEi, | GraniaineagineRiseiL 7 B2 T 2\~ BT g s
- gty AL ‘ . - - 3 -
"3*::*'-:-.'::.-,'.."9:4.': oo P D R adu e WS S A e L ]
Y . . P , } 71 P > s J
- ~ - /’ . 5. = — - A ettt — N i, et ! o r
"/ - - — "--- P N T T A .- - A .'(’ --—."‘ - o - - .
Lo w» e AN wil Temme T e ats e 4y M a vy SARe LVt S A (LT N St :./‘.:?/rf;"pi". —
s - - - . .- T P Eles w v . ow —ese igwe am .- -:a - . . )  — '.-::‘ A o~ gy . w---‘
. K ’, —ae! S A AN . e A 400 v & .- Fr‘ — o Y cLo2r
RS LA 0‘\";\\\”15‘!"&' IS L ALY S\ T "L‘_'.-L';_'At::s'_" WA g L AL LA R L e (L L
S | .- - .- -l gy W — - a v o
M aia a2 SATAN N AR EBIEo e A T T R dv-nv.chl' AP T R R PR A Verr
My, ‘o> i $~€ L an 1: -t oA IR [ T L bt s\ - e Tantam . ———— g
N P L0 } \"3- E R 1 ) -— ..oz'.' E!-‘_.o-ScKQ-' AT .. -i;:-‘l . B a‘\/‘. Tl - - !:"".“. h:?fwﬂ:fv -
| DT P S T B T S L e L Lt Lt U Pl rppars SILEE S SCTEY P T i ALY
‘ Rl - i L v - ..»‘.llvrn.i- - RL AL r#l’tﬂl. 7/? B
Y mpre BEA e Bl = A WL R e e b T Amt el g P P R
R BT TRy Tae Wt BEC B T e e T A L 4

ST e T T R .'.3' ABmLT, '5* -...ll;: :.’-dl'.‘
.

. ¥ 2 5880 :“‘ s o .‘:::::l:‘ ."""""' . '-u o)\-oun

!’d"& % o —— 4-‘-’-.'.!.3% sy L "9: :‘e:;a _\C|&
bR ' & -y \3‘ Lol\ , }' e k h ! _H : P ‘. '\:‘ .

o =

-t v,
*‘k‘._ (1 2



TI]@SSESEPQ]@ ISh.

i

CANHASCHEEZE URGER, G 0MLasistas

[ ICHHEZCHEESENKAE

el B

T — Y N
C O W 3 '(_-“:'



http://icanhascheezburger.com/2008/09/06/funny-pictures-message-is-simple/
http://icanhascheezburger.com/2008/09/06/funny-pictures-message-is-simple/

<privacy>
<statement>
<source>Cell Phone Number</source>
<receivers>
<role>Trusted Companies</role>

<relation from="Trusted Companies">Third Party
Advertisers</relation>

<entity>Acme Anvil Company</entity>







Users presented with graphical
representations of potential
prlvacy risks will be more Ilkely to
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® Registration form




YRHOO!
CANADA
Already have an ID or A

1 |
7 s Hi there! "N
We'll get you set up on Yahoo! in three easy steps! Just
t’; answer a few simple questions, select an ID and password, Forget your password or
: | and you'll be all set.
N

| prefer content from " Yahoo! Canada

1. Tell us about yourself...

My Name (privacy information)

Gender [ - Select One - ‘—:‘g (privacy information)

Birthday [ - Select Month - ‘—:‘! (privacy information)

| live in [ Select One '—:‘! (privacy information)

Postal Code (privacy information)

—_—

Example using Yahoo'’s Registration Screen

Control Group




YazioO!

L ~ Hithere!
!

Already have an ID or A
( Sign In)(Sign In

[ ol We'll get you set up on Yahoo! in three easy steps! Just

G‘JH answer a few simple questions, select an ID and password,

and you'll be all set.
1. Tell us about yourself...

Forget your password or Y

| prefer content from " Yahoo! Canada

My Name {(privacy information)
Gender [ - Select One - .—:'! - (privacy information)
Birthday f - Select Month - b—:-! (privacy information)

I live in [ Select One ’—:“ (privacy information)

Postal Code . (privacy information)

B e =

Example using Yahoo'’s Registration Screen

Testing Group




TODO







Metrics of Success

® Clickthroughs on the “privacy information”
links
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More Metrics

Number of fixations
Gaze %
Number of gazes on an area

mean
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Web Service!?
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